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1. INTRODUCTION 
 
Teledyne Paradise Datacom’s LinkGuard™ is patent-pending technology for detecting 
in-band interference underneath satellite carriers. 
 
LinkGuard™, which is now available on all Paradise Quantum and Evolution satellite 
modems, allows the rapid diagnosis of ‘signal under carrier’ type of interference while 
remaining on traffic. A visual indication of any unwanted interference is provided through 
a signal-under-carrier spectrum web graph (showing the wanted carrier along with any 
unwanted interference). The graph includes a ‘persistence’ mode to show even 
intermittent interference. 
 
However, LinkGuard™ takes detection one stage further by providing a user-set power 
spectral density threshold, above which the modem will automatically alarm to indicate 
that a significant source of interference has been detected. Interference status 
information is therefore provided via this alarm, which is available locally on the modem 
as well as remotely via a web server, SNMP traps and physical contact relays. This 
feature therefore provides automated 24x7 interference detection without the need for 
an operator to be present. 
 
Satellite interference is a growing problem that in several publically documented cases 
alone is known to have cost millions of dollars in terms of lost revenues and the costs of 
resolving the interference problems themselves. Up until now, the diagnostic capability 
provided by LinkGuard™ has only been available in extremely expensive, specialised, 
standalone test equipment. LinkGuard™, by contrast, is currently being provided free 
with every new Paradise Evolution and Quantum satellite modem. 
 
In the realms of satellite interference technology, LinkGuard™ breaks new ground in 
that it provides continuous pro-active protection for each individual satellite carrier, at 
source in the satellite modem, as opposed to external (and expensive) passive test 
equipment that is only ever used when an interference problem is actually suspected. 
 
LinkGuard™ is just the latest in a long line of industry-leading embedded web diagnostic 
tools provided by Paradise, such as our Receive Constellation Monitor and Receive 
Spectrum Analyser, both of which were industry firsts. Since their introduction, these 
tools have been used to diagnose countless satellite link problems, sometimes involving 
accessing modems remotely from another continent! This has saved the cost of 
standalone test equipment (such as oscilloscopes and spectrum analysers) and 
maintenance engineer/travel costs to remote locations, as well as minimising loss of 
revenue due to degraded links. 
 
As satellite technology has become exponentially more complex in recent years, link 
maintenance and management become even more critical. Paradise is committed to 
continuing to provide world-class automated tools that reduce the time to diagnose 
satellite link problems to a minimum, resulting in quicker deployments, less link 
degradation and less link down time. 
 
This application note describes how LinkGuard™ can assist in the commissioning, 
diagnosis and policing of individual satellite carriers. 
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2. APPLICATIONS  
 
In-band interference can seriously degrade the demodulated BER of a receiver and 
hence also degrade the link quality of service. Such interference can arise due to: 
 

·  A user accidentally interfering with another due to configuring equipment wrongly 
or due to a frequency planning problem. 

·  Malicious interference by another party (jamming). 
·  Self-generated interference due to the presence of a non-linearity in the 

communications path. 
·  Insufficient cross-polarization rejection due to poor antenna or OMT alignment.  

 
Sometimes the interference can be obvious when viewed on a spectrum analyser. This 
is especially the case if the interference is narrowband or tonal. However, if the 
interference is broader band and lying underneath the wanted carrier, then it may not be 
perceptible on a normal spectrum analyser. 
 
As a manufacturer of satellite communication equipment, Paradise takes the problem of 
unwanted interference seriously and has developed patent-pending technology to detect 
the presence of in-band interference, using information already available within the 
receive signal path of the satellite modem. This allows a wide range of different types of 
interference to be detected including (but not restricted to) Wi-MAX, radar, tonal 
interferers (such as CW) and other modulated satellite carriers. 
 
 
3. IMPLEMENTATION 
 
Using advanced digital signal processing techniques, it is possible to analyse carriers to 
detect the presence of in-band interference. This builds upon our existing ability to 
capture baseband received signals from which spectrum and constellation information 
can be displayed to the user via the modem web-user interface. It is possible to further 
process the captured data to detect the presence of in-band interference. This is 
achieved by using an algorithm that extracts the spectrum of the noise surrounding the 
baseband constellation symbols. The algorithm runs on the host processor within the 
modem. The host processor is also responsible for serving the spectrum data to the 
client PC responsible for monitoring and controlling the modem via the web interface. 
 
LinkGuard™ currently works with all SCPC carriers on all new Paradise Datacom 
modems and will, in future, be extended to work with DVB-S2 and SmartLink services.  
It is compatible with the use of Paired Carrier, Paradise’s carrier overlap technology 
developed using ViaSat’s patented PCMA technology.  It requires the demodulator to be 
locked in order to work. 
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4. OPERATION 
 
 
The feature can be enabled by selecting the ‘Signal under Carrier’ drop-down menu on 
the ‘View\Graphs\Spectrum’ tab of the web user interface as shown in Figure 1 below. 
 
 

 
Figure 1 - Signal in the Absence of AWGN and Interf erence 

 
 
Note that two spectra are displayed: 
 

·  The blue trace represents the spectrum of the total signal being received. 
·  The red trace represents the spectrum of the residual signal after the wanted 

signal is suppressed. In other words, the red trace represents the signal lying 
underneath the wanted carrier. 

 
Both waveforms share the same Y-axis, X-axis and resolution bandwidth. In the above 
example, the Y-axis has been scaled by the user. To edit the Y-axis scaling, uncheck 
‘Auto-Scale’ and edit the ‘Ref. Level’ and ‘Scale’ fields. 
 
In the above example, a 10Mb/s, QPSK, TPC FEC rate 3/4 signal on 123.4567MHz is 
being received in the absence of AWGN (Additive White Gaussian Noise) or 
interference. The red trace lies approximately 28dB below the blue trace. The noise is a 
combination of the receiver system noise and the wanted signal suppression 
performance of the signal-under-carrier algorithm. 
 



AN-027 LinkGuard™ Signal Under Carrier Application Note 16 January 2012 
 

5 of 10 

The algorithm estimates the amount of in-band interference present in the received 
signal. It does this by first making an estimate of the received signal-to-noise ratio. The 
estimate includes the presence of any interference that may be present. The 
measurement is made by integrating the noise floor of the residual signal (red trace) and 
that of the received signal (blue trace) to obtain (C+N)/N in dB. A conversion is then 
made to Es/No, Es_Over_No_dB, by: 
 

Es_Over_No_dB = 10 * log10[10^(C_Plus_N_Over_N_dB/10) - 1] 
 
Additionally, an estimate of the available Es/No is performed; representing the SNR 
available if any interference is removed. The measurement is made by determining the 
noise floor of the red trace excluding interference. The (C+N)/N is then recalculated and 
converted to Es/No. 
  
The difference between the two Es/No estimates detailed above is then made and 
displayed in the ‘Est. (N+I)/N’ field. This represents the estimate of the Noise plus 
Interference to Noise ratio in dB. It is a figure of merit for the degradation caused by the 
presence of interference. The estimated (N+I)/N is also displayed on the right hand side 
of the pane, as shown in Figure 1. 
 
The (N+I)/N can be compared by the modem to a user defined threshold (default is 
1.5dB) above which a warning alarm will be raised and logged. To enable the 
interference detection alarm, navigate to the ‘Edit\Unit\Advanced\Alarms’ tab and enable 
the ‘Monitor Over-threshold Interferer’ check box as shown below in Figure 2. The 
(N+I)/N threshold, above which a warning alarm will be raised, can be defined in the 
user edit field immediately below the check box. 
 
 

 
Figure 2 - Enabling the Over-Threshold Interferer A larm 
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Of course, the above Es/No of 28dB is not operationally representative. Figure 3 below 
shows how the traces look in an operationally representative Es/No of approximately 
10dB. 
 
 

 
Figure 3 - Signal at 10dB Es/No 

 
 
The red trace is approximately 9dB below that of the blue trace and the (N+I)/N is 
registering a low value of 0.2dB. 
 
An interferer is now introduced. This is a 1024kb/s, QPSK, Convolutional FEC, rate 1/2 
(1.024Msym/s) signal sharing the same carrier frequency of 123.4567MHz. In this 
example, a power difference of -11.3dBc between the interfering signal and the wanted 
modulated carrier signal. The resulting plot captured from the modem is shown below in 
Figure 4. 
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Figure 4 - Signal at 10dB Es/No and Interference 

 
 
Looking at the blue trace, representing the spectrum of the total received signal, it is not 
immediately obvious there is an interferer present. However the red trace shows the 
presence of the interferer under the carrier. There is also an increase in value of the 
(N+I)/N ratio. In fact, in this case, the (N+I)/N ratio exceeds the 1.8dB alarm threshold 
set previously in Figure 2. If the Rx alarms are quizzed, as detailed below in Figure , we 
can see that a warning has been raised flagging the presence of an in-band interferer. 
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Figure 5 - Built-in Spectrum Analyser showing LinkG uard™  Signal-Under-Carrier 
Interference Detection without/with Interferer Pres ent for 32APSK Modulation 

 
 

 

 
 

Figure 6 - Built-in Time-based Graph showing LinkGu ard™ Signal-Under-Carrier 
Interference Es/No Level (Minimum, Maximum and Aver age) over Time  
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Figure 7 – Web Interface Alarm Page showing the Pre sence of an In-Band Interferer 

 
 

 
Figure 8 – Example of Detection of Multiple Sources  of Interference (Broadband and 

Narrow Interferers) 
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6. SUMMARY 
 
LinkGuard™ provides a new dimension in the never-ending fight against satellite 
interference. Carriers can now be individually and pro-actively protected, allowing instant 
automated detection of unwanted interference. 
 
The signal-under-carrier spectrum provides a real-time indication of the power, 
frequency and occupied bandwidth of all  interference that is present, even if it is from 
multiple different sources. A time-based graph is available that provides interference 
persistence and power fluctuation information. Finally, an Interference alarm provides 
automated alerts when interference is present. 
 
By detecting interference wherever it happens, whenever it happens, LinkGuard™ 
ensures less downtime, lower maintenance costs and protection of revenue and the 
service provider’s reputation. With power like this available at your finger tips why 
continue settling for less? 
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